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Overview

 The law of the traditional permanent record
 The public/private divide
 The new permanent record

– Two info services models
 The law of the new permanent record
 Approaches to addressing this record
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Your “Permanent Record”

 Controlled by the Federal Educational Rights 
and Privacy Act of 1974 (”FERPA”)
– Gives students a right to access the record
– May apply to make corrections
– Allows students to limit many disclosures of the 

record
– However, some information is not a student record

 “Directory information,” such as basic contact information 
clubs, sports, academic achievements, require opt out.
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Opting out at UC?

 “The term "directory information"...means 
information contained in a student record that 
would not generally be considered harmful or 
an invasion of privacy if disclosed.” 
– Student's name, Address (local, permanent, billing, 

e-mail), Telephone number (local, permanent), 
Date and place of birth, Major field of study, Dates 
of attendance, Class level, Enrollment status, 
Number of course units in which enrolled, Degrees 
and honors received, Most recent previous 
educational institution attended,Participation in 
officially recognized activities, including 
intercollegiate athletics 
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The Secrecy Paradigm
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SecretPublic
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What is Public?

 An individual “assumes the risk” of disclosure 
of personal information when s/he shares it 
with others

 Under US v. Miller, individuals do not have a 
constitutional expectation of privacy in 
business records
– But many of our relationships are mediated by 

business records...
 Even if there is no constitutional protection, a 

statute may protect data
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Sectoral versus General
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US
Sectoral

Asia-Pacific 
Economic 
Cooperation 
(2004-5)

Personal 
information 
processing should 
only be limited to 
prevent harm.

Rest of the World, 
General Privacy 
Protection

Organization for 
Economic Cooperation 
and Development Fair 
Information Practices 
(1980)

Personal information 
processing implicates 
human rights.
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Sectoral World

 What information was collected?
– Social Security number

 By whom?
– Bank

 For what purpose?
– Identification
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General Privacy Laws

 A gross generalization:
– Is personal information controlled by an entity?

 What is “personal information?”
– Email addresses = yes.

 What is control?
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Info Services Models
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Info Brokers Marketing Companies
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Info Services: Public Records
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Info Brokers: Zabasearch
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Info Broker Integration
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Third Parties = No Rights
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Racial, Identification Data
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Medical, Political Data
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Advertising
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Law of the New Permanent Rec.

 No general online privacy rules
 No data-broker specific privacy rules

– But, there are rules for use of data in employment, 
tenant, and credit contexts

 Therefore, must look to caselaw (Federal 
Trade Commission decisions)
– Is the practice unfair or deceptive?

 Unfair = substantial, unavoidable consumer injury
– E.g. A company promises not to sell personal data, and 

later changes its policy without notice or consent
 Deceptive = misrepresentation that causes consumer 

detriment
– ~ Notice = fair game
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Privacy notice of Facebook

 “You post User Content (as defined in the 
Facebook Terms of Use) on the Site at your 
own risk.”

 “Facebook may also collect information about 
you from other sources...”

 If the ownership of...Facebook...were to 
change, your user information may be 
transferred to the new owner...your user 
information would remain subject to the...pre-
existing Privacy Policy.

 “We reserve the right to change our Privacy 
Policy and our Terms of Use at any time.” 
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Why should we care?

 Identity Theft and Stalking
 Social Forgiveness 

– Society's "right to hope for tolerant forgiveness or 
overlooking of past foolishnesses, errors, 
humiliations, or minor sins--in short, the Christian 
notion of the possibility of redemption." 
 Vance Packard, The Naked Society (1964)

 Predatory Exploitation of Personal Information
– e.g. targeting elderly, vulnerable

 Government Use of Personal Information
– Privacy Act loophole

 Third-Party Interests
21



"your permanent record", Hoofnagle ISD, Sept. 17, 2007

Why...con’t

 Use of Courts/Voluntary Cooperation.  
– In Greidinger v. Davis, the 4th Circuit held that 

public disclosure of the SSN for voting registration
—even with use restrictions on the information—

 Errors Have A Greater Effect
– Paul v. Davis, police circulated flyers with an 

individual's picture and erroneous conviction for 
theft. 

 Sophistication of Litigants
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Perm. Record Proposals

 Treat paper, electronic records differently
 Limit bulk release of data
 Minimization
 Use Limitations
 Redact unique identifiers

– SSN, DOB
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