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Abstract

Web Services and their potential applications are currently under heavy discussion in industry,
research, and standardization. As a result of evaluation and experience by early adopters, the
technology is expected to mature through the advent of new standards and solutions leveraging
Web Service's power. In essence, the efforts undertaken to create and complete a stack of Web
Service protocols lead to a new communication architecture and extends the stack of classical
network protocols. This evolving architecture could serve as a future-proof infrastructure for
businesses to rely on.

However the growth of the Web Service stack with respect to the addition of new layers and
expansion of the resulting infrastructure has not been studied in comparison with well-established
protocol suites like the ISO/OSI stack or the set of protocols constituting the Internet. Strictly
speaking, industry's demand for functionality and services enhancing the basic Web Service
protocols such as XML-RPC or SOAP, leads to the creation of a full-fledged layered protocol
suite on-top of the existing ones. Nevertheless, the various standards, specifications, and ideas
have neither been consolidated on acommon terminological basis, nor been integrated inasingle
framework of reference.

This observation also applies to the established trio of Web Service standards composing of
SOAP, WSDL, and UDDI. According to the specific usage patterns of these specifications, they
are not operating on one layer as the well-known triangular relationship graph suggests, but
instead they are connected by means of unidirectional usage dependencies. From this point of
view, the message patterns (M P) defined by WSDL 2.0 offer servicesto layers organized on top
of WSDL which rely on the serviceinterfaces exposed by SOAP. More precisely, not theinterface
definition with WSDL but the accompanying M Ps act as the transport layer of the service stack.
Based on this and other criteria, SOAP can be categorized as the basic low-level layer of the
Web Serviceinfrastructure corresponding to the network-dependent layers of the classical protocol
suites. Based on thesefacts, all of the various effortsrelying on the semina Web Service protocols
can be categorized at the variouslevels layered above the transport layer. Thisis especialy true
for specifications dealing with the management of sessions and transactions which are layered
directly abovethe MPs. Also, security standardslike XML digital signaturesand XML encryption
fit well into this by classifying them as part of the presentation layer. Furthermore, within the
Web Service environment quite analogous application layer mechanisms (e.g. firewalls for
content filtering) emerge are commonly known for classical network operation.

Taking this congruency of established protocol stacks and the Web Service's one step further
the analogy may serve as a valuable framework for the comparison of different architectural
styles in Web Service deployment. Taking the continuing debate weighing services based on
representational state transfer (REST) against those based on RPC-style SOAP as an example,
both approaches reveal themselves as heterogeneous protocols. Both ideas are not mutually
exclusive nor conflicting at all. Both protocols can be made interoperable by the use of bridges
or gateways arbitrating between the two parties.

Our analysis shows that Web Services are a true but yet incomplete protocol suite deploying
classical Internet protocols as basic services by the continued addition of supplemental specific-
ations and standards.
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1. Introduction

Architectures constituting of layered building blocks are prevalent in nowadays business application systems. To
alarge extend, systems are assembled from components which are custom created aswell as ready-made common-
of-the-shelf commodities. The ideas underlying this approach and even the benefits expected from its deployment
seem new to the design of software architectures, but they have been around for some years now. In essence, a
few recurring basic principles guide the creation of layered architectures. Historically, the most clear realization
of these principles can befound in network protocol architectureslike 1SO's OSl reference model or even the stack
of Internet protocols. Unfortunately, the term Service-Oriented Architecture (SOA) currently coined as an
abstraction of classical Web Services so far has not been discussed with respect to its dependence on a well
established protocol stack. Furthermore, no approach to put the elements of the ever-growing collection of Web
Servicerelated standards in a structure oriented on classical network stacks has been proposed.

The reminder of this paper is structured as follows. First we introduce some basic organization principles present
in various layer architectures, especially protocol stacks. Afterwards we describe the ISO/OSI protocol stack and
its various layers. We focus on the semantics and specific function of each layer. Thus neither we concentrate on
respective protocols proposed by 1SO to implement the stack architecture, nor do we cover existing protocols
deployed at the Internet to an extent exceeding their mention as example. Finally, weintroduce alayered architecture
for the protocols underlying Service-oriented architectures. This architecture will be organized similarly to ISO's
OSI model.

2. Organization Principles

This section introduces a collection of basic organization principles which can be found in various architectures
describing communication protocols or software systems. Some of the principles seem to be overlapping, which
istrue, since they often cover the same abstract aspect form another point of view.
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2.1. Separation of Concerns

Parnas seminal paper introduced separations of concerns as the principle of breaking a larger programs
into distinct features. These features (termed concerns) should ideally provide disunct functionality in order to
minimize overlap among them. Furthermore, each respective feature should expose an explicit (and thus well-
defined) interfaceto other featureswhich hidestheinternal realization of the functionality offered to other features.

By doing so, each features becomes decoupled from other features using it or used by the respective feature. This
leverages the possible reuse of existing features independent from other features connected to it using the well-
defined interfaces. Also the separation approach allowsto substitute a given component by another which provides
the same external functionality (i.e. exposes the same interface) but provides a different internal realization of the
functionality. Thiscould be helpful if agiven feature does not fulfill changed requirements and needsto be replaced
by one which provides a different (e.g. faster or more reliable) implementation offered through the unchanged
interface.

Separation of Concernsis awidely adopted paradigm. Basically, the idea can be deployed to arbitrary structures
to be defined regardl ess of the programming language which isactually chosen for implementation. Object-oriented
design and its successors and extensions (e.g. aspect-oriented programming) inherently support the decoupling of
features (termed objects there) by offering explicit interface constructs.

2.2. Dependency Inversion Principle

The Dependency Inversion Principle (DIP) popularized by states that no higher level module (which isthe
term the author of uses synonymous to Parnas feature) should depend on a low level module. But both
should depend upon acommon abstraction. Furthermore, these abstractions shared among the modul es should not
depend upon details specific to the realization of a module.

Compared to the naive application of Separation of Concernsin the classical top-down manner, DIP inverses this
view. Essentialy, the designer is encouraged to create the modules fulfilling the most basic tasks within the
architecture first. Afterwards, all parts of the module other modules could depend on are factored out into an
explicit dependency module. Thismodule is used by all further modul es depending on the originating module and
also this module itself.

By depending all modules from the same abstraction creates alessrigid system structure since, regardlessiif they
provide or use a given functionality. As aresult the modules dealing with the implementation of functionality are
decoupled. Thisin turn increases system' stability since changes to internal implementations are not exposed to
the general public aslong asthe published interface (i.e., the abstracted modul e the using modul e relies on) remains
unchanged. Furthermore, possibly fragile changes to the system become more obvious since they will affect the
module implementing the functionality and also the abstraction exposing it.

The Dependency Inversion Principle is commonly used in programming languages by providing signatures of
functions separated from the code providing the conforming implementation. Classical examples for thisinclude
Oberon'sModules and also C's header files. M odern object-oriented languages such as Java offer an explicit construct
termed interface which essentially forms an implementation of Parnas abstract features combined with an opera-
tionality strictly enforcing conformance to declared interfaces.

2.3. Layering

Based on the operationalization of Parnas abstraction approach formulated by DIP new architecture patterns
emerged. These patternstend to cluster related functionality horizontally. Thisin turn separatesit from depending
functionality implemented by adifferent block of the architecture. Normally the functionality using other function-
ality is stacked on-top of the architecture block providing the used functionality. Given the layering pattern, the
architecture blocks clustering related functionality are termed layers.

Layering in essence combines both approaches discussed before and adds a guideline for organizing the interde-
pendent modules. Ideally, higher layers of an architecture do only depend on functionality exposed by layers
organized below it. Taking this further, a higher layer of an architecture should only depend on functionality
exposed by layers directly below it. Hence functionality provided by layers not directly facing the layer which
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requests this functionality has to be handed over (i.e., tunneled) by an intermediary layer. Adhering to this archi-
tectural pattern creates robust building blocks with clearly exposed interfaces connecting them. Furthermore,
obeying to the strict principle which alows only direct neighbourtsto communicate ensuresthat every singlelayer
can be exchanged by another implementation. These surrogate implementation has solely to satisfy the interfaces
requested by the layers stacked on-top of the replaced layer.

Implementations of layered architectures can be found in various commercial systems and frameworks. Another
important field of application are network protocols like 1SO's OS! reference model or the stack of
Internet protocols [TCP]. In many cases, layering not only is useful for structuring software systems and imple-
mentations, but also is reflected in the hardware world, with specialized hardware implementing the functionality
of certain layers. For exampl e, well-known networking components (sometimes implemented in hardware, sometimes
implemented in software) are Repeaters, Bridges, Routers, and Gateways.

2.4. Service Provisioning

Up to now, only pure syntactical aspects of exposed interfaces have been discussed. Often aspects related to the
dynamic execution of a given functionality has also to be taken into account. Hence the exposed description of
the exposed functionality is supplemented by descriptions of varioustypes. Typically, these additional descriptions
include data describing semantic or process-related aspects. As a consequence of this, the modules exposed can
be regarded as services which provide a given functionality adhering to given semantics and fulfilling a dynamic
contract.

Extending the pure syntactic view to modules opens a new dimension of looking at layering, dependencies, and
separation of concerns. By taking other descriptive aspects of a feature into account, the importance of the pure
syntactic view diminishes for the benefit of the other aspects mentioned. Thus building blocks of an architecture
(and even the architecture itself) can be compared to other blocks (or architectures) by comparing a set of aspects
instead of limiting the view to the pure syntax.

3. The OSl Protocol Stack

In the networking world, layered protocol stacks are the globally accepted way to structure systems. As described
before, layering is an effective way to reduce the complexity of networking, resulting in manageable parts. Since
the OSI layers 5 and 6 have no counterparts in the Internet protocol world, there are no established metaphors for
networking nodes working on these layers. However, there have been developments in these areas, even though
they have not been widespread enough to become a generally accepted networking node. An example for layer 5
support are Web application devel opment frameworks providing support for session management. Theseframeworks
provide programmers with the notion of sessions, and programmers are free to build their applications as if cli-
ent/server-rel ationshipsin the Web were stateful . The frameworks then can be configured to implement the session
support by using either Cookies or URI rewriting, and they can make this decision even dynamically, depending
on whether a particular client provides support for Cookies or not.

3.1. Layer 1 (Physical Layer)

Basically, the main purpose of the physical layer is it to transport a stream of bits from a sender to a receiver.
Along the path connecting the sender with the ultimate receiver the raw stream may be transmitted over various
physical media. In order to enable bitsto travel long distances probably crossing multiple networks, active inter-
mediate components such as repeaters may be deployed. Repeaters, amplify electrical (or, for fiber-based networks,
optical) signals, for example for the purpose of using longer network cables than normally possible (because of a
cable'sinherent attenuation). Repeaters do not attempt to actively interpret asignal in any way, their only purpose
is to read it, and then to amplify (or maybe regenerate) the exact same signal for further distribution. Another
popular name for a repeater is hub.

It should be noted that an implementation of the physical layer can be provided by various transmission media.
Most of the physical layers deployed today are provided by wired connections provided by cable-based connections
ranging from twisted pair to fiber optics. In the recent years wireless connections gained incresed interest. Thus
the physical layer may also be implemented by an air-based connection such as Wireless LAN (WiFi or WLAN)
or amobile telephone system.
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3.2. Layer 2 (Data Link Layer)

Themain task of thedatalink layer isit to lay the groundsfor safe transmission. Thisincludes dealing with various
kinds of transmission errors (e.g., capped transmission lines). Also the data link layer deals with regulating the
amount of datatransmitted between neighboring networks order to prevent shipping of datatoo fast thusit cannot
handled by thereceiver. Additionally, the datalink layer provides an serviceinterface to the network layer residing
on top of it.

Typical componentslayered on the network level are bridges. A bridgeis smart enough to selectively decidewhich
packets to forward to a particular network segment (often analogous to some interface of the bridge). A good
example for abridge is a WiFi access point, forwarding packets from a LAN cable to the wireless interface and
viceversa. Thebridge will only forward those packetsit receives onitswirelessinterface that should be forwarded
through its cable interface and vice versa. Another popular name for a bridge is switch.

Taking the principle of layering further, the data link layer is normally subdivided into the Logical Link Control
whose duties have been described before, and the medium access control sub-layer (MAC). Asthe bottom part of
the layer 2 the latter deals with issues how to physically access the communication channel underlying the data
link layer. In case of the Internet, each node able to send and receive data is uniquely identified by a so called
MAC address.

3.3. Layer 3 (Network Layer)

While the data link layer solely deals with transmitting data between two adjacentnodes within a network path,
the network layer concentrates on the logical connection established between the ultimate endpoints. The main
characteristic of the layer is it to retain a specific level of quality of service to the transport layer. Essentially,
quality of service meansto reduce network congestion and thus improve transfer performance.

Technical components residing on the network layer include routers adapted for the specific needs of the network
layer. In order to forward an | P datagram to the right interface which isidentified by its respective MAC address
(and finally to the right end system), routers need to receive information via routing protocols, which enable them
to make the decisions that are required to make global networking possible.

3.4. Layer 4 (Transport Layer)

Especially, the transport layer is crucia for the whole protocol hierarchy. It provides the core transport facilities
optimized for cost-efficiency and reliability from sources to destinations regardless of the underlying network
layer and physical details constituting the communication channel between processes. In detail the layer provides
services such as synchronous and asynchronous data transfer to the protocol layers stacked above the transport

layer.

Technically speaking, anything that operates above layer 3, but till is considered to be part of the networking
infrastructure, istermed agateway. Gateways can have very different tasks, they can transfer data between different
networking architectures, or they can implement application-specific functionality that requires knowledge of
particular application-level protocols. A typical example for agateway isaWireless Application Protocol (WAP)
gateway, that connects the Internet and a mobile phone network (such as a GSM network) and enables mobile
phone users to retrieve Web pages with their mobile devices.

3.5. Layer 5 (Session Layer)

The session layer provides the control structure for managing end-to-end communications. Possible examples are
establishing, managing, and terminating sessions. The rationale for the session layer is that many applications
reguire communications beyond the simple and stateless transfer of data packets.

In the Internet world, session management is managed by applications. In the case of the popular Hypertext
Transfer Protocol (HTTP), the underlying Internet transport protocol does not provide session management. Con-
sequently, session management must be layered on top of the application protocol (popular techniquesfor HTTP
session management are Cookies and URI rewriting).
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3.6. Layer 6 (Presentation Layer)

Thetransport layer provides platform-independent ways of encoding data. It includes mechanismsfor communic-
ating peersto negotiate atransfer encoding, and support to produce and consume thistransfer encoding. The most
important standard on thislayer isthe Abstract Syntax Notation One (ASN.1), which isstill in usetoday in various
application areas (X.509 certificates are a popular example).

In the Internet world, XML has taken on the role of a globally accepted transfer syntax. Even though there is no
negotiation mechanism (which is not necessary, because there is only one syntax for XML) and no established
view of the underlying information model [Wilde-IC], XML certainly has filled a gap that has hampered many
interesting devel opments in global networking of applications.

3.7. Summary

ISO's OSl reference architecture for communication protocols adheres to the basic principles outlined by the pre-
vious section. In detail every layer discussed before abstractsthe lower level layer covered by it and provideswell-
defined interfaces to the layer located on top of it.

At the syntax level, all messages of alower protocol level are encapsulated by the higher level data. Given the use
of Internet protocols each layer the datato transmit traverses adds a protocol specific header to the raw data.
shows this by color coding a data packet transmitted via HTTP (Session Layer), TCP (Transport Layer), IP
(Network Layer), and Ethernet (Link Layer).

ag | eltoe. e Ethernet

Figurel.
4. The Web Services Protocol Stack

This section contrasts some elements of the Web Services protocol family to layered architecture as set out by
OSl. Normally, two assumptions underly the view of Web Services as a protocol stack. First, the stack of Web
Service protocolstypically is described to consist of SOAP[SOAP-Part1] [ SOAP-Part2] (for transporting messages)
layered on the bottom, succeeded by WSDL [WSDL -Part1] [WSDL-Part2] (for describing messages), and UDDI
(for storing message descriptions) at the very top. All other protocols are somewhat related to this trium-
virate but not put in a definite context. Second, intuitively SOAP is stacked above its underlying transport layer
whichisin most practical casesHTTP.

Within this section we show that the protocol suite constituting the Web Service stack can be modeled similarly
to the OSI reference model discussed in[Section 3. By doing so, we are ableto provide asound and well-established
framework to putting existing and even upcoming Web Service protocols in context. Corollary, this description
approach provides evidence that Web Services tend to establish a complete protocol stack which re-factors some
of the classical infrastructure components by putative new specifications.

4.1. Layer 1 (Underlying Protocol Layer)

In the OSl model, layer 1 is the plumbing, so to speak, connecting communication peers. Layer 1 technology is
used to make the exchange of data physically possible by agreeing on wiring (serial or parallel, optical or electrical),
plugs (shape and arrangement of the pins/holes), and basi ¢ transmission parameters (voltage for electrical signaling,
wavelength for optical signaling). Accordingly, we can look at the layer 1 for Web Services by providing the
plumbing that is used to connect the communication peers.
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The plumbing for Web Services can be almost anything, since Web Services can be based on different transport
mechanisms. Thisincludes protocolslayered on thefifth or sixth SO layer such asHTTPwhich isthe most widely
used plumbing. However, the main reason for thisisthat HTTP is the most widely used protocol of the Internet,
supported on virtually al platforms, and in many casesisthe only protocol that, dueto its clear-text representation,
is allowed through firewalls and other filtering mechanisms. Other sorts of plumbing the Web Services protocol
stack are possible and are being used, such as the Simple Mail Transfer Protocol (SMTP). Furthermore, also pro-
tocolslayered at 1SO's transport layer can be deployed for transporting Web Service content. Typical examplesin
the Internet world include the TCP/IP protocol pair or even the Universal Datagram Protocol (UDP) for small
amounts of data where reliability is not required.

In the same way as the independence of the networking software from the actual hardware made networking
flexible and powerful (regardiess whether a computer is using 10Mbit or 100Mbit Ethernet or one of wireless
variants, aslong asthe appropriate driversfor the networking card are present), the layer 1 for Web Services makes
programming with Web Servicesflexible and powerful, because applications based on Web Services can be moved
from HTTP to other underlying protocolsfairly easily, without the need to change anything in the upper layers of
the Web Services protocol stack.

4.2. Layer 2 (URI, XML, and SOAP L ayer)

Layer 2 isresponsiblefor reliably transmitting data between two communication peers that are connected through
alayer linfrastructure. As described above, the layer is divided into two sub-layers, the lower sub-layer being the
Media Access Control (MAC), and the higher sub-layer being the Logical Link Control (LLC).

The MAC sub-layer is primarily responsible for defining an addressing scheme that can be used to address com-
munication peers. Many security mechanisms in today's networks are based on network-level MAC addresses,
where firewalls block devices from gaining access to a network based on their MAC address. In the Web Services
protocol stack, the equivalent of the MAC address is the Uniform Resource Identifier (URI) [REC2396]. It is one
of the Web's basic principles that resources are addressable through URIs, and since a Web Service simply isa
resource, it is addressable through a URI. It should be noted that URIs contain a so called scheme part, which
identifies the access method through which a certain resource can be accessed. In networking, the MAC address
depends on the medium that connects the communication peers (Ethernet MAC addresses are specific to the Eth-
ernet media), and in the same way the Web Service's MAC addresses depend on the underlying transport medium
(for example HTTP, which would bereflected inaURI withaht t p scheme part). With respect to security provided
by allowing only communication with a set of predefined MAC addresses, Web Service specific content filter can
be provided by interpreting the URI which serves asidentification of amessage's ultimate receiver ak.a. the service
provider.

In Web Service terms, the LLC sub-layer of layer 2 uses the SOAP protocol for assembling messages to be
exchanged between communication peers. SOAP's data model changed dramatically from SOAP 1.1 to SOAP
1.2. While SOAP 1.1 was based on XML 1.0 asthe datamodel (the receiver was supposed to get the exact
same XML 1.0 document that was sent by the sender), SOAP 1.2 switched to the Information Set [Tnfoset], which
is an abstraction of XML. With the Information Set being the new foundation of SOAP, encoding and decoding
messages can be donein amore lenient way, because the Information Set ignores some of the syntactic idiosyncrasies
of XML. In particular, with the M essage Transmission Optimization Mechanism (M TOM) andthe XML-
binary Optimized Packaging (X OP) [XOP], some additional standards exist which can be used to achieve interop-
erability on the encoding level of the exchanged Information Set data. MTOM and XOP are also designed to support
the efficient interchange of Infosets containing binary data, by fragmenting the encoded data into an XML 1.0
document and additional binary parts, all combined in a multipart MIME message.

4.3. Layer 3 (Addressing and Routing L ayer)

Based on the physical connection established by the protocols situated on layer 2 the equivalent to OSl's network
layer onthe Web Servicesside a so provideslogical connections. Two of the main functions provided by the network
layer are routing and addressing. Within the Internet protocol stack these are implemented on the basis of the
Internet Protocol (1P).

Addressing in away similar to the Internet Protocol is provided by the WS-Addressing [ WS-Addressing] protocol.
Essentially, the so-called protocol isjust aset of XML elementswith a prescribed semantics. Like the sender's and
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receiver's MAC addresses transported over the datalink layer and the provided mapping of the MAC address into
the 1P address, the WS-Addressing protocol operates on top of the SOAP protocol. In detail, WS-Addressing
defines elements to store the URIs of both peers, the message's sender and its intended receiver. Additionally, an
element identifies the service to route the call to. By doing so WS-Addressing completely re-factorsthe expressive
power of the data directly belonging to the IP layer. As indicates | P stores the sender's | P address within
the last-most eight to five bytes (the figure shows the hexademical representation of the sender's IP 53.16.71.55).
The hexadecimal address of the receiver is stored in the last four bytes. Note: Since the URI does not identify the
physical servicebut alogical port WS-Addressing islayer at layer 3. In order to provide fail-over handling or load
balancing behind a single URI may transparently reside more than one server providing the same service.

Historically, IP also contains afield Type of Service which was intended to distinguish between different kinds of
services. The example depicted by shows the value 00 (directly succeeding the initial 45 identifying the
protocol itself) for the service's type. Today, typically the service 's typeisidentified by the well-known port the
message is directed to. The counterpart on the Web Service side of the basic-ideais the element nhamed Act i on
of the WS-Addressing protocal. It identifiesthe serviceto invoke by auniqueidentifier encoded using URI syntax.
shows the addressing information, which is encoded by the XML elementsRepl yTo and To. Additionally,
the service to invoke is identified by the content of the Act i on element.

What's more, the family of Web Service protocols also re-factors data stored in inside hardware components of
network infrastructure such as routers into explicit protocols. WS-Routing may serve as valuable
examplefor this. It allowsthe explicit specification of the routing path the message hasto travel from the sending
client to the ultimate receiver. Interspersed within the path intermediaries which may process and also apply
changes to the message may occur. Essentially, WS-Routing forms a stateless-protocol for describing arbitrary
routing paths from the message issuing client via a possibly empty set of intermediariesto the ultimate receiver a
single message has to obey to. shows the application of the WS-Routing protocol to specify the path of
the sample message. The specified path includes processing by an authenticating intermediary first and afterwards
by anode offering compression capability.

Furthermore, the network layer should provide a specific quality of servicewhichisrequired for executing specific
tasks over the network. Within the stack of Web Service protocols WS-Policy addresses this
requirement by setting out a framework for expressing arbitrary policies. Examples of such policies include WS
SecurityPolicy [WS-SecurityPolicy] (which is also used by the example depicted by for defining
requirements a client has to comply to in order to enable it to initially contact to the service in a secured manner.

4.4. Layer 4 (Security and Message Pattern Layer)

Within the Web Service's protocol stack, the transport layer represents the most crucial part of the whole protocol
stack. The most notable distinction between the protocols deployed within the classical networking environment
and the Web Service's stack is the way message patterns are supported. Typically, the protocols of the 1SO/OSI
stack and also the Internet protocols bind together transport protocols such as TCP, UDP, or RTP and the pattern
messages are sent and received. For example, the Transport Control Protocol (TCP) (originally defined by [TCP])
implies a strict request-response-pattern in which every conversation consists of exactly two messagesin order in
which every incoming message of anode hasto be followed by an outgoing message. Other message patterns such
as notification style communication requiring the possibility to send a message without assuming a reliable con-
nection, i.e. without requiring the receiver to confirm the message's receipt. Supporting other message patterns
impliesachangein the communication protocol deployed to transport the actual data. Hence altering TCP'srequest-
response nature to a one-way notification pattern forces the use of the User Datagram Protocol (UDP)
which inherently offers this exchange pattern. Unfortunately, changes to the communication protocol introduces
a number of drawbacks. First, changing TCP to UDP requires some changes in code to the communication
applications. Second, and more profound, UDP isnot solely anatification-only version of TCP but an independent
protocol. The fact that UDP solely supportsthetransfer of small scaled data (sinceit does not provide flow contral,
loss detection, duplicate detection, re-sequencing or other mechanismsfor dealing with errors) introducesacrippling
drawback as a by-product of the intended change in communication style.

Within the Web Service protocol stack the actual style of a message-based interaction is not predetermined by the
communication protocol, e.g. SOAP. Instead of that, sets out acollection of message patternswhich
define the sequence and cardinality of abstract messages. These patterns can be applied to every communication
protocol, e.g. SOAP.
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Additionally, within the protocol suite deployed within the Internet (especialy the Web) the transport layer is
widely used to provide basic security. For doing so, typically the Secure Socket Layer (SSL) or its|ETF standardized
version the Transport Layer Security (TLS) protocol [TLS]. These protocols provide communications privacy
over the Internet by allowing partnersto communicatein away that is designed to prevent eavesdropping, tampering,
or message forgery. Technically, TLS is layered on top of some reliable transport protocol (e.g., TCP) and thus
unsuitable for connectionless transport mechanisms such as UDP.

To circumvent the obstacles discussed before which arise from depending the transport mechanism and commu-
nication the style or other communication characteristics such as security, the Web Service stack clearly separates
security issues from the underlying protocol. Therefore SOAP-encoded messages can be secured solely on the
XML layer by signing and/or encrypting parts of a message or the whole message at all [WS-Security].

Thisalso provides clear evidence that techniquesfor providing security which are based the Internet protocol stack
solely are insufficient when transferred without adaption into the Web Service's protocol stack. Thisis especialy
true since neither SSL nor TL Stakesinto account Web Service protocol's specificslike active intermediarieswhich
need to interpret parts of the message. Hence methods for providing end-to-end security cannot be applied without
braking basic protocol principles.

4.5. Layer 5 (Coordination Layer)

Session management essentially forms lightweight version of providing transaction control by obliterating the
principles of atomicity and isolation in order to not limiting the degree of possible concurrency. Dueto the diverse
requirements governing session management no single accepted standard for providing logical correlation of
messages sent separated currently exists. Applications operating on-top of the Internet protocol suite typically
provide coordination and session management in a proprietary and thus non-interoperable manner.

For Web Services currently no single approach has become widely accepted up to now. Potential candidatesinclude
the Business Process Execution Language for Web Services| BPEL4W S| and a so W3C's Web Service Choreography
[WS-Choreography] initiative.

4.6. Layer 6 (Vocabulary Layer)

Layer 6 is responsible for mapping the application's data model into a form than can be transmitted between
communicating peers. In the Web Services world, this is accomplished by using XML. However, applications
need to agree upon a certain schema of XML documents which shall be exchanged, and this is accomplished by
XML Schema [XSD1] [XSD2]. Thus, speaking in OS| terms, XML Schema defines the abstract syntax of the
XML , while XML are the encoding rules that are being used for encoding data instances. The XML Schema
definition is part of the WSDL definition, which (as one part of the WSDL content) contains a part specifying the
types being used for the Web Service. Conceptually, WSDL is not limited to XML Schema and can be used to
support other schema languages as well, but since every WSDL implementation is required to support XML
Schema, it is the most important schema language for Web Services.

However, even though for practical purposes Web Services will always be based on XML Schematypes, it may
make sense to augment a Web Service definition with more schema information than only XML Schema. For
example, the Schematron schema language is a useful and compact schema language, which very often can be
used to specify additional rule-based constraints which can not be expressed in XML Schema. More generally,
the question of aschemafor aWeb Service (which basically isaset of constraints separating acceptable from non-
acceptable XML payload) could be handled in amodular way, an approach which istaken by the Document Schema
Definition Languages (DSDL) initiative of 1SO. A DSDL-style approach to Web Serviceswould include complete
validation (against possibly multiple schemas) as part of the Web Service infrastructure, and only if the XML
payload passed all schema validations would it be passed on to the application.

5. Summary

The hierarchical architecture of Web Service protocols adheres to the basic principles outlined by section 1. In
detail every layer discussed before extends the lower level layer covered by it and is integrated on the basis of
XML's syntactic principlesto the directly succeeding layer.
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At the syntax level all messages are expressed using XML 's Unicode-based textual representation. shows
the protocol s discussed within section 2 of this paper applied within a single Web Service massage encoded using
the SOAP protocol. The actual datapacket istransported using the HTTP protocol serving asthe underlying protocol.
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Figure 2.
6. Other Middleware

While the focus of this paper is on Web Services, it isinteresting to look at other middleware architectures, and
try to identify similar concepts.

6.1. CORBA

CORBA takes a much more monolithic approach than Web Services. The only truly open interfaces in CORBA
are the interface to the application itself, and the wire format. The wire format depends on the transport protocol,
for the most popular I1OP transport the wire format is the Common Data Representation (CDR). Apart from the
CDR databeing exchanged, CORBA implementations are pretty much black boxesfor the application programmer,
making it virtually impossible to assemble a CORBA platform from various components in a modular way.

However, sincethisblack box approach of CORBA wasidentified asaproblem in some cases, CORBA introduced
the concept of Interceptors, which are isolated interfaces within the black box which may be used to access a
CORBA implementation at a very limited number of places. The Interceptors do not introduce any concept of
structuring or layering in CORBA,, they are simply aretrofitted way to loosen up the black box approach. Generally
speaking, it would probably be impossible to re-model CORBA using a structured modeling approach, but the
Interceptors are evidence that the black box approach may not be the best way to go for a component as big as
CORBA.

7. FutureWork

The goal of this paper isto provide astarting point for looking at the evolving Web Services architecturein amore
structured way. The Web Services landscape is changing rapidly and constantly, and the field would benefit from
amore structured way of modeling. In this paper, we argue that the layering approach well-known from networking
protocol stacksis also a useful approach for structuring the Web Services architecture. Some of the concepts of
networks layering (such asthe the underlying infrastructure and the presentation layer) can be applied pretty easily
to the Web Services architecture, while for other aspects the layering may be less obvious.

This paper proposes a complete mapping from the Web Service architecture to the OS| layering system of the
Internet. However, as discussed earlier, there is a fundamental difference between the layered encoding of data
within network systems (see Section [Section 3.7) and the SOAP approach of encoding layer-specific information
in the header of a SOAP message. While in strict layering, each layer adds a new envelope to the data received
from the layer above, thereby creating a multi-layer envelope structure around the data, the SOAP approach uses
XML's Namespace mechanism to add new information to the SOAP message. Thus, the SOAP approach can be
seen as being comparable with the general idea of Aspect-Oriented Programming [AOP]. AOP claims that closed
components in software systems are not a good idea, because there may be aspects cross-cutting through several
components. In the same way as AOP enables code to be written in a way that transcends usual component
boundaries, SOAP enables components on top of SOAP to access component-specific information independent
from the traditional strict layering enforced by opague data chunks with layer-specific headers. The question of
AOP vs. Layering and possible problems with one of the approaches[Jung] is an interesting one and is a profound
guestion of the most appropriate way to model complex systems.

We do not want to claim that the layering approach presented in this paper is the only possible and true way to
structure the Web Services world. It is rather the higher level question of how a framework for the Web Services
architecture should look like, and whether by choosing one we could perhaps learn from earlier experience that
lead us to the layering approach presented here. AOP and its remarkable similarity to the way SOAP carries addi-
tional information in its header is something that we are interested in investigating in more detail. It is possible
that the strict layering we describe in the Web Serviceslayers 3-5 could and should be replaced by something more
flexible, so that the layering structure of communicating Web Service peers must not match structurally, but only
semantically (in the spectrum allowed by constraints such as SOAP's must Under st and attribute). It is possible
that alternative models of protocol structuring, such asthe protocol graphs used in the context of Dynamic Protocol
Configuration [Plagemann], provide a more appropriate way of protocol modeling for the Web Services layers 3-
5.
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8. Conclusions

Asthis paper has demonstrated the a priori unordered soup of Web Services acronyms and protocol s can be con-
sidered as hierarchy of related protocols such as 1SO's OSI stack or the hierarchy of Internet protocols.

shows the major difference between the syntactic representation of the logical layering. As
shows, within the stack of classical network protocols the binary wire representation of the content is organized
on aspecific layer isextended by padding the additional datain front of the dataresulting from the protocol layered
directly below the respective protocol. Due to XML's syntactic nature and the architecture SOAP's extensibility
mechanism protocol data resulting from layers organized on-top of layer 2 is physically stored within the SOAP
message. Summarizing this, extending SOAP which is synonymousto layering on-top of means adding new custom
headersto the SOAP protocol. Corrolarily, if aheader of agiven type depends on the presence of another one, the
protocol providing it could be regarded as being layered on top of it.

illustrates the equival ence of the protocols constituing the Web Service with those being part of the Internet
protocol stite.

Internet Web Services
Presentation Layer (Layer 6) |various (application dependent) XML Schema
Session Layer (Layer 5) various(e.g., BPELAWS, WS-Choreo-
graphy)

Transport Layer (Layer 4) TCP or UDP WSDL MEP

Network Layer (Layer 3) IP WS-Addressing, WS-Routing, ...
DataLink Layer (Layer 2) Ethernet SOAP, URI, XML Infoset

Physical Layer (Layer 1) various Ethernet media HTTP, TCP, BEERP, ...

Table 1. Equivalence of protocol stacks
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